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August 21, 2007

Mr. Brian C. Thomas, Manager
Department of General Services
Contracted Fiscal Services

707 Third Street, 6* Ficor

West Sacramentio, CA 85605

Dear Mr. Thomas:

Final Report: Department of General Services, Contracted Fiscal Services—Examination
of Service Provider Controls

Enclosed is the final report on our examination of service activities provided by the Department
of General Services, Contracted Fiscal Services (CFS), as of June 30, 2007. The report
concluded that CFS’s controls were properly designed and, with limited exceptions, operating
effectively. The Department of Finance, Office of State Audits and Evaluations (Finance},
perfarmed this examination in accordance with Statement on Auditing Standards Number 70,
and pursuant to requirements contained in the Finaneial Integrity and State Manager's
Accouniability Act of 1983, Government Code Section 13400 et seq.

The enclosed final report includes CFS’s response. We appreciate the assistance and
cooperation of CFS staff and management during our examination. in accordance with
Finance's policy of increased transparency, the final report will be placed on your website. If
you have any questions, please contact Richard R. Sierra, Manager, or Dennis Mehl,
Supervisor, at (816) 322-2985, Ext. 3159 or Ext. 3174.

Sincerely,
Originaf signed by

Diana L. Ducay, Chief
Office of State Audits and Evaluations

Enciosure

cc:  Ms. Deborah Baker, Chief, Office of Fiscal Services, Department of General Services
Ms. Sandy Adams, Chief, Office of Technology Resources, Department of General
Services
Ms. Patty Pennington, Accounting Administrator ll, Contracted Fiscal Services,
Department of General Services
Ms. Celeste Heidler, Accounting Administrator Il, Contracted Fiscal Services, Department
of General Services
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Mr. Brian C. Thomas, Manager
Department of General Services
Contracied Fiscal Services

707 Third Street, 8" Floor

West Sacramento, CA 95605

independent Service Auditor's Report

We have examined the accompanying description of controls of the Department of General

Services, Coniracied Fiscal Services (CFS), as it relates to services provided by CFS to user
organizations. Our examination included procedures to obtain reasonable assurance about

- whether (1) the accompanying description presents fairly, in-all material respects; the aspectsof ~
CFS’s conirols that may be relevant io 2 user organization’s internal control as it relates to an

audit of financial statements, {2) the confrols inciuded in the description were suitably designed

to achieve the control objectives specified in the description, if those controls were complied

with satisfactorily and user organizations applied the controis contemplated in the design of

CFS's controls, and (3) such controls had been placed in operation as of June 30, 2007. The

conirol objectives were specified by CFS management.

CFS relies on the California State Accounting and Reporting System (CALSTARS) localed at
the Heaith and Human Services Data Center. The accompanying description includes only
those control objectives and related controis of CFS and does not include control objectives and
related controls of the CALSTARS application. Accordingly, our examination did not extend to
controis of the CALSTARS application processed at the Health and Human Services Data
Center.

Except as discussed in the following paragraph, our examination was performed in accordance
with standards established by the American institute of Ceriified Public Accountants and
Generally Accepted Government Audifing Standards (GAGAS), issued by the Compiroller
General of the United States, and included those procedures we considered necessary in the
circumstances to obtain a reasonable basis for rendering our opinion.

In connection with our examination, there are certain disclosures required by GAGAS Statement
No. 3. Both CFS and the Depariment of Finance, of which the Office of State Audits and
Evaluations is a unit, are part of the State of California’s Executive Branch, which GAGAS
considers an impairment to independence. Also, as required by various statutes within the
California Government Code, the Department of Finance’s other units are mandated o perform
certain management and accounting functions. These activities impair independence. Although
the Department of Finance is statutorily obligated to perform these specific activities, we believe
that sufficient safeguards and divisions of responsibility exist that would enable the reader of
this report to rely on the information contained herein.

In our opinion, the accompanying description of the aforementioned controls presents fairly, in
all material respects, the relevant aspects of CFS’s controls that had been placed in operation
as of June 30, 2007. Also, in our opinion, the controls as described, are suitably designed to




provide reasonable assurancs that the specified control objectives would be achieved if the
described controls were complied with satisfactorily and user organizations applied the conlrols
contemplated in the design of CF8’s conirals.

in addition to the procedures we considered necessary o render our opinion as expressed in
the previous paragraph, we applied tests to specific controls, as listed in Section C of this report,
{o obtain evidence about their effectiveness in meeting the control objeclives described in
Section C, during the period from February 1, 2006 to June 30, 2007. The specific conirols and
the nature, timing, exient, and results of the tests are listed in Section C. This information has
been provided to user organizations of CFS and tc their auditors to be taken into consideration,
along with information about the internal control at user organizations, when making
assessmenis of control risk for user organizations. In our opinion, except for the findings noted,
the controls that were tested as described in Section C, were operating with sufficient
effectiveness to provide reasonable, but not absolute, assurance that the control objectives
specified in Section C were achieved during the period from February 1, 2006 io

June 30, 2007. However, the scope of our engagement did not include tests to determine

~whether control ohjectives not listed in Section C were achieved. Accardingly, we expressno. .

opinion on the achievement of control objectives not listed in Section C.

The relative effectiveness and significance of specific controls at CFS and their effect on
assessments of control risk at user organizations are dependeni on their inferaction with the
controls and other factors present at individual user organizations. We have performed no
procedures o evaluate the effectiveness of controls at individual user organizations.

The description of controls at CFS is as of June 30, 2007, and the information about tests of the
operating effectiveness of specific controls covers the period from February 1, 2006 to

June 30, 2007. Any projection of such information to the future is subject to the risk that,
because of change, the description may no langer poriray the controls in existence. The
potential effectiveness of specific controls at CFS is subject to inherent limitations and,
accordingly, errors or fraud may occur and not be detected. Furthermore, the projection of any
conclusions, based on our findings, {o future periods is subject 1o the risk that changes may
alier the validity of such conclusions.

This report is intended solely for the information and use of CFS management, its user
organizations, and the independent auditors of its user organizations. However, this reportis a
matter of public record and its distribution is not limited.

Original signed by:

Janet |, Rosman, CPA
Assistant Chief, Office of Sfate Audits and Evaluations

July 31, 2007
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OVERVIEW QF OPERATIONS

Contracted Fiscal Services (CFS) is a section within the California Depariment of General
Services {DGS), Office of Fiscal Services. CFS is a full service fiscal office, providing budgeling
and accounting services to other State of California organizations on a fee for service basis.
Annually, CFS prepares a Memorandum of Understating (MOU) with each of iis clients. The
MOU outlines the services to be provided and the cost of these services. CFS is self-supported
from client fees and does not receive a general fund appropriation. The DGS provides fiscal,
human resources, and information technology services to CFS and its staff.

CFS was originallv created to meet the needs of ihe state’s small boards and commissions, but
has grown over the years to handie the accounting function of larger depariments. Current
clients range from small commissions with as few as three employees and a budget of under
$500,000, to large depariments with over $1 billion in annual expenditures.

CFS aiso accounts for bonds issued by the Public Works Board, various Joint Powers

. Authorities, and Golden State Tobacco Securitization Corporation. Bond funds are audited
annually by the State Controller's Office (SCO) and a private CPA firm. As such, the bond
processes and controis are not included in this report.

During the period February 1, 2006 through June 30, 2007, CFS had 42 clients. To manage its
workload, CFS has 35 authorized positions assigned 1o its two operational sections: the
Paymenis Section and the Account Managers Section. The Payments Section consists of
fourteen positions and is responsibie for the payment of client expenditure claims. For fiscal
year 2005-08, the Payments Section paid over $2.2 billion in claims. The Account Managers
Section has nineteen positions and each Account Manager is responsible for the budgeting
and/or accounting function for their assigned clients. Account Managers are assigned one 0
four clients each. In addition, CFS has two administrative positions. For 2005-08, the Account
Managers Section prepared 170 sets of year-end financial statements.

CFS uses a number of automated systems to deliver budget and accounting services fo clients.
These systems include the California State Accounting and Reporting System (CALSTARS),
CFS Accounting and Reporting Disbursement System (CARDS), Lease Revenue Bond
Accounting Application, and the Fixed Asset Application. CALSTARS is maintained and
supported by staff at the Department of Finance (Finance); and the CARDS, Lease Revenue
Bond Accounting, and Fixed Assef systems are maintained by the DGS, Office of Technology
Resources (OTR).

The CARDS application is a sub-system designed tc support the accounting and reporting for
cash receipis and disbursement transactions for DGS checking account 089, as it relates to the
various CFS clients. In addition, the application is used for specialized processing of claim
schedule fransactions that are upioaded into CALSTARS.

The Lease Revenue Bond Accouniing Application supports the bond accounting and reporting
needs of the Public Works Board and Joint Powers Authorities. This application is also used fo
prepare financial statements for two clients that are not on CALSTARS and have no bond funds.
The application provides general ledger accounting, invoice processing, and specialized
reporting activities.

The Fixed Asset Application is a subsidiary system designed fo track tangible and intangible
fixed assets. The application will maintain the asset description, acquisition date, value, and




location. This information supports the total asset balance recorded in the general ledger
account.

CFS primarily uses the standard accounting reporis provided by CALSTARS. When
CALSTARS doss not meet a client’s needs, CFS develops special reports by downloading
CALSTARS data to an excel file using Monarch sofiware.

CFS uploads CARDS payment information to CALSTARS daily. Alse, CFS downloads vendor
information to update CARDS vendor files as needed.

In addition, clients’ payroll cosis are transferred from the SCO payroll system to CALSTARS

monthly.

RELEVANT ASPECTS OF THE CONTROL ENVIRONMENT, RISK ASSESSMENT, AND
MONITORING
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intended for use by independent auditors and potential clients. |t has been prepared according
to guidance contained in the American institute of Certified Public Accountants’ Statement on
Auditing Standards (SAS) No. 70, Reporis on the Processing of Transactions by Service
Organizations, as amended. Because this description focuses on conirols relevant to user
organizations, it may not encompass all aspects of the CFS’s operations, controls, or
procedures.

Organization

The management of CFS is comprised of an Accounting Administrator 1, two Accounting
Administrator s, two Accounting Administrator Is, and a Senior Accounting Officer. As noted
above CFS is organizationally divided into the Payments Seciion and the Account Managers
Section, with dedicated staff assigned {o each section.

CFS’s activities are conducted in accordance with the CALSTARS Procedures Manual, State
Administrative Manual, State Contracting Manual, internal policies and procedures, and MOUs.

Management Control

Quarterly and year-end checklists are used by Account Managers and supervisors o monitor
key controls and measure performance. Performance reviews are completed for the quarters
ending March and December of each fiscal year.

In the Payments Section supervisors or leads review claim schedules and supporting
documents to ensure accuracy and timeliness.

Employment Policies and Procedures

Competent and trained accounting personnel are recognized by CFS management to be a key
business requirement. CFS has formai hiring practices designed to ensure that new employees
are qualified for their positions. The hiring of new staff is jointly approved by DGS's Office of
Human Resources {OHR) and the CFS Manager of the section filling the position. CFSis an
equal opportunity employer.




CFS uses the following procedures for hiring new employees:

The CFS Manager determines the essential requirements of the job. The Manager then
submits a Requsst for Personnel Action (RPA) form to the OHR. This form tells the
Classification and Pay Analyst what the Manager, in consuliation with the Personnet Liaison,
wanis to do with an existing vacancy. A Job Opportunity Bulletin is posted for at least ten days
and all applications received are date stamped. The Classification and Pay Analyst will verify
the eligibility of qualified applicants. After securing an interview panel, interviews are
conducted. Previously prepared interview questions focusing on key success factors are used.
The interview panel rates each candidate using an interview rating scale. CFS only makes job
offers after references are checked. The OHR documents all new hires and refains the hiring
materiais for two years after the appointment date.

New employees attend the OHR’s new empioyee orientation, where they are provided an
overview of DGS’s vision, mission, services, personnel policies, and administrative policies and
...procedures.. The personnel policies include information.about DGS's:.. ...

incompatible Activity Statement

Conflict of Interest Policy and Procedures
Sexual Harassment Policy

Workplace Viclence Prevention Policy
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CFS provides new staff with on the job training. An experienced staff is assigned to train the
new staff on each information system and application. CFS management provides fraining fc
experienced staff on non-routine and advanced tasks, or when new procedures are
implemented.

Performance evaluations are conducted on a periodic basis using siandard form 637,
Performance Appraisal Summary/individual Development Plan, to provide an objective
appraisal of an employee’s current performance and development potential.

External Bond Audits

CFS accounts for the bonds issued by ten clients. The State Coniroller's Office and a private
CPA firm performed financial audits on eight of these clients’ bond funds as follows:

State Public VWorks Board

Golden State Tobaceo Securitization Corporation
Capitol Area Development Authority

L.os Angeles State Building Authority

San Bernardino Joint Powers Financing Authority
East Bay Staie Building Authority

San Francisco State Building Authority

Cakland State Building Authority

NGO REWN -

Bond audits were not performed on the Riverside County Public Financing Authority or the
Sacramento City Financing Authority because the state is not & party to the joint powers
agreements. Accordingly, the County of Riverside and the City of Sacramento, respectively, are
responsible for the audits of bond issues in accordance with bond covenants.




Other Considerations

CFS&’s controls are documented in policy and procedure manuals which are updated
periodicaliy.

A Conflict of Interest policy exists and a Conflict of Interest Affidavit is required to be completed
by employees who participate In making decisions affecting purchases, acquisitions, contracts,
leases, regulations, or legislation. The Accounting Administrator Il and both of the Accounting
Administrator Iis have signed the Conflict of Inierest Affidavit.

GENERAL CONTROLS

General controls are those controls that apply indirectly to transactions processed by CFS and
contribute fo the effectiveness of specific controls. The general controls are discussed under
the foliowing categories:

Organization and Administration

information Security

Systems Development and Maintenance
Computer Operations

Technical Suppert and Daiabase Administration

2 & 8 @ 8

Organization and Administration

The DGS Is organized into various operational divisions and sections. The Management
Services Division (MSD) includes several sections that support the DGS. All the sections within
the MSD report to the Deputy Director. The Office of Fiscal Services {OFS) provides financial
and budget services to the DGS.

The Office of Technology Resources (OTR) provides the technical staff to support information
systems and applications. The OTR reports to the Chief information Officer of DGS, and is
divided into three main sections: Enterprise, Network, and Desktop Section; Web and
Application Technology Section; and Commercial Technology Section.

The Enterprise, Network, and Deskiop Section provides support to the hardware and network
infrastructure. This section has units that support various functions: (1) Network Infrastructure
and Connectivity (NIC) supports telecommunications, switches, routers, Domain Name System,
and firewalls; (2) Messaging, Account Administration, and Printer Services (MAAPS) provides
support for the departmental e-mail and maintains network iogins and assigning rights, and alsc
oversess the purchase, maintenance, and installation of printers; (3) Server Administration
Backup and Recovery (SABAR) is responsible for support of file, application, and web servers,
and also purchases, installs, and maintains all the servers; (4) End User Support Services
(EUSS) supports anything related to desktop activities, inciuding the purchase, insiallation, and
maintenance of laptops and desktops, and installation and support of desktop software such as
Windows XP, MS Office, McAfee virus scanner, and Quilook.

The Web and Application Technology Section provides support for various applications,
websites, and utilities, including the DGS internet and intranet websites, google search




appliance, and confent management system. This Section also develops, modifies, tests, and
implements varicus web applications.

The Management information Systems Section supports the Uracle HR and Financial Systems,
various other applications including s facilities management system and a small business
certifications application. The Legacy Unit supporis and maintains various applications
including Clipper, COBOL., DataEase, and Powerbuilder.

CFS provides for proper segregation of duties via its dual-section organizational structure (i.e.
Payments and Account Managers). An administrative staff employee acts as the cashier and
the Accounting Administrator Hl is responsible for all activities within CFS.

The Payment Specialists are primarily responsible for processing payment documenits timely
and accurately for assigned clients, and for verifying that the payment instrument is properly
authorized and in a form acceptable to the SCO. Additional responsibilities include researching
and resolving claim corrections and outstanding revolving fund items, determining required
corrective action, and informing the client of actions required io make the payment... . ... ...

The Account Managers’ primary respensibilities include maintaining CALSTARS tables;
analyzing documents to determine proper accounting treatment; recording accounting
transactions in CALSTARS; recenciling accounting records with the SCO; preparing and posting
budget schedules and revisions; and preparing cost projections, cash flow analyses, and
forecasts.

Five Account Managers are assigned bond accounting duties. Because the bond funds are
audited annusally by the SCO and a private CPA firm, they are not within the scope of this
examination.

information Security
Physical Security

CFS and OTR are located in the DGS Headquarters building in West Sacramento. Access o
the building is restricted by card key controlled doors and security guards. The lobby is in fuil
view of the security guards. Data from the CARDS and Lease Revenue Bond Accounting
application is stored in the Microsoft SQL Server 2000 (MSS), located in a rastricted server
room in this same building. A card key is required to access the server room, and the room is
equipped with the standard security features including, but not limited to, fire suppression
system and raised floor. Only persons authorized by DGS management have access to this
room. The system logs each access to the server room. Also, the cleaning crew does not have
access to the server room. Level of access is changed if an employee separates or duties
change. The files in the MSS are backed-up daily and weekiy. The data in the server are
purged after three years.

The Fixed Asset Application was created by the GTR in 1888 using Microsoft Access. The daia
is stored on the network file server which is also located in the aforementioned server room.




Logical Security

Due to the number of clients and voiume of tfransactions processed, CFS utilizes various
autormated systems, as described above, to record transactions and prepare reports and
financial statements for clients.

The CALSTARS application is maintained by the Department of Finance. The level of access is
asgsigned by the CFS Security Officer. The CALSTARS CSB 017-1, Security File By Agency
Report, shows the level of access allowed for each staff at CFS and DGS. The CFS Security
Officer has assigned a unigue user iD {o each CFS client. A single password is assigned o all
Account Managers and a single password to all Payment Specialists. In addition, CALSTARS
requires a change of password every 90 days. Because CFS has 32 clients on CALSTARS,
management prefers fo have flexibility with passwords so that staff can back-up each other
when they're on sick leave or vacation. The risk of fraud is low because payments are
processed in the CARDS system and uploaded info CALSTARS.

- On the Lease Revenue Bond Accounting Application, only designated Account Managers have .

access. Because a password is assigned to each bond fund, some agencies with muitiple
funds require more than one password. This application is used mainly for reporting purposes
and no payments are processed from this system.

CARDS uses Visual Basic as the program language and Microsoft Access as the database.
The CARDS system administrator assigns user |Ds and passwords.

The Fixed Asset Application allows the user to make additions, changes, or deletions to fixed
assets. Passwords are required and only the CFS Account Managers are allowed access. The
data is stored in a temporary file until the information is uploaded fo & permanent file on the first
day of each month. The data is backed-up daily by the OTR.

The DGS has an information Security Policies and Procedures manual that was last updated in
July 2000.

Systems Development and Maintenance

The CARDS, Lease Revenue Bond Accounting, and Fixed Asset applications were developed
by the OTR in 1998. The Lease Revenue Bond Accounting Application was updated in 2000
and CARDS was updated in 2006. Two Senior Programmer Analysts in the OTR provide
program enhancemenis, updates, and problem resolution on these applications. When CF$
needs assistance from the OTR, it submits a work request. A ticket is generated after the
request is entered into the Remedy Action Request System. The ticket is then routed io the
appropriate group within OTR. Afier the Senior Programmer Analyst makes program
enhancements, OTR evaluates the system in a test environment to determine if it's working
properly. After testing, OTR copies executable files into CFS's production environment.

Computer Operations
The CARDS, Lease Revenue Bond Accounting, and Fixed Asset applications are available to

users at all times except during system maintenance and file backup. System maintenance is
performed twice a month.
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The data entered into CARDS is uploaded into CALSTARS daily at 2:30 p.m. by a designated
CFS employee. This empiloyee verifies that the transaction count in CARDS agrees with the
count in CALSTARS.

The various CFS systems are not monitored by OTR staff. Instead, CFS informs CTR when
problems occur. The servers where the applications reside are monitored by SABAR for space
and performance issues, and security patches are provided as needed by SABAR.

Technical Support and Database Administration

The three OTR-developed systems are updated as needed and upon request by CFS. No
additional functionality is currently being added to the applications. However, CFS periodically
submits requests to resolve data problems or add reports, These requests are assigned to the
Management Information Systems Unit. This Unit provides application and database
administration support as needed. SABAR provides server, virus checking, and network backup
support as needed. The EUSS and MAPPS unils prowda ﬁ@skﬁcp and emall suppor’i
-respeciively, as neaded. L

PROCESSING CONTROLS

CFS uses four major information systems to perform the following functions for its clients.

Budget

Contracts and purchases
Faymenis

Pavyroll

Accounting

Reporis

Cash receipts

Cash disbursements
Fixed assels

e ® & & & @ ¢ & @

These systems and functicns are described in detail below.

Systems
CALSTARS

CFS's primary accounting and reporting system is CALSTARS. CFS utilizes the following
CALSTARS features:

e Automated preparation of claim schedule face sheets and remitiance advices.

e Automated cost allocation capability that allows indirect costs and administrative
overhead to be allocated to programs, projects, activities and/or organizational units of
an agency.

¢ The document tracking capability for accounting and reporting of individual accounts
receivable, accounts payable, and encumbrances. '

= The standard reporting process which allows agencies to request reports or groups of
reports through on-line screens.
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» The automated process for recording claims paid by the SCO. At the end of each
month, pavment data is electronically transferred from the SCQO o create transaction
records of payments from cutstanding claims filed.

= The on-line inquiry capability to access the Document File and the Vendor Payment File,
to track and monitor encumbrances, contracts, and vendor payments.

e The automaied process for month-end and year-end accounting and reporting activities
to assist agencies in their reconciliations with SCO’s accounting records.

CARDS

CARDS is a sub-system designed to support the accounting and reporting needs for cash
receipt and cash disbursement fransactions. The application has eight major modulss:

{1} Cash Receipts
(2) Paymenis
{3) Cash Disbursements
{4y Printing Claim Schedules/Checks
(5) Cash Account
{6) Bank Reconciliations
(7) System Maintenance
{8) Special Processing

(1} Cash Receipis

The cash receipts moduie ailows the user to perform data input, edits, and file updates for ali
deposits into Checking Account 088. Reports are generated that support the cash receipt and
deposii transactions.

(2} Fayments

The payment module allows the user to prepare claim schedules, make adjustments to claim
schedules, account for non-CALSTARS payment fransactions, view, and analyze payment
activities.

{3} Cash Disbursements

The cash disbursemenis module aliows the user to create, cancel, void, or reclassify checks;
adjust SCO electronic transfers; and generate reports supporting cash disbursements.

{4} Print Claim Schedules/Checks

The print claim schedules/checks module allows the user to print claim schedule face sheels,
remittance advices, and checks.

{5} Cash Accounts

The cash accounts module provides the user with information regarding the account balances
for general cash, trust cash, and office revolving fund cash. The module allows the user to
upload cash details {c a permanent file.
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{6) Bank Reconciliations

The bank reconciliations module allows the user to upload SCO bank reconciliation information,
and perform a comparison between the SCO bank account and the application’s account. The
application will identify the reconciling items and provide a detailed summary by agency for
general cash, frust cash, and office revolving fund cash.

(7} System Maintenance

The system maintenance module provides the application with the information needed to
perform the various application functions. It includes table maintenance, password access,
system maintenance raports, vendor edit purge, CALSTARS reload, and reset of claim schedule
numbers.

{8) Special Frocessing

. The special processing module is used for specialized accounting activities or uploads.
Inciuded in this module is the upload to CALSTARS, use tax, eguipment, omnibus, year-end
process, reportable payments, and CFS employees report.

Fixed Asset Application

The Fixed Asset Application is a subsidiary system designed io track tangible and intangible
fixed assets and provide comprehensive asset details and balances that support the general
ledger conirol accounts. Adjustments are made for acquisitions, dispositions, and physical
inveniories.

Lease Revenue Bond Accounting Application

The Lease Revenue Bond Accounting Application is designed to support the unigue accounting
requirements of lease revenue bond programs, and other specialized uses. The application
provides integrated general ledger accounting and reporting functions primarily to CFS’s bond
clients,

Funciions .
Budget

Clients for which CFS performs the budgeting function wiil have their appropriation and budget
plans entered into CALSTARS by September 30 of each year. For those clients who perform
their own budgeting, CFS will load the budget plans within 30 days after receiving the details
from the client. This information will provide the basis for the monthly budget reports. Budgst
plans may be periodically revised based on the client’s direction via budget revisions, iransfer of
budget authority, or other writien instructions.

The Account Manager will work with the client and Finance to prepare ail required schedules for
the Governor's Budget, and will submit the completed budget package to Finance upon the
client's review and approval. The Account Manager also submits updated versions of budget
documanis io the client and Finance, as corrections or amendments are made to the budgel. If
required, the Account Manager will realign the current year budget plans in January or February
in CALSTARS. These budget plans are used to recongile the client's appropriations to the
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SCC's monthly tab run. CFS will also prepare special reports and appropriation projections as
requested by the client. The Account Manager monitors revenue and expenditures and informs
clients of any polential budget deficiencies.

Contracts and Purchase Documents

CFS's services are limited to the certification of funding, recording of encumbrances, and
distribution of completed contracts to appropriate agencies. CFS does not prepare or authorize
clients’ contracts. It is the client’s responsibility to ensure that all staie contract delegation and
procurement procedures are followed. Unless otherwise exempt, contracts over $50,000 are
routed by CFS to the DGS's Legal Depariment for approval. CFS logs completed/authorized
contracts and distributes copies to the contractor, client, SCO, and Payments Section.

The Payment Specialist will record an encumbrance for contracts and purchases of $500 or
more. On all purchase documenits, the Payment Specialist will verify the index, program cost
account, authorization, and enter the transaction into CARDS. The Payment Specialist

..maintains a file of open purchase orders. After the client confirms that the items were received .

and submits an invoice to CFS, the Payment Specialist will initiate the payment process.
CFS8 also encumbers granis as directed by clienis.
Paymenis

CFS strives to make timely and accurate paymentis of client claims, including invoices, travel
expense claims, and advances. It is CFS’s goal to process all travel expense claims within
three working days and ail invoices within fourieen working days.

Upon receipt of payment documents, the Payment Specialist will date stamp the document,
determine the payment due date, and verify client authorization. Client signature cards are on
file in CFS and are reviewed o determine if the approver has authority. The Payment
Specialist also assigns an account code {or reviews client coding), compares invoice with
purchase document and {where required) stock received report, and determines payment
method {i.e. revolving fund, expedite, or claim schedule). In addition, the Payment Specialist
checks for late payment penalties and reportable payments. The Payment Specialist will record
payment information in CARDS by batching invoices and preparing a batch header slip. The
Specialist will run a tape of the invoices and attach it io the baich. After the payment has been
recorded, the Specialist will attach a claim schedule face sheet {o the invoices. A payment
supervisor or lead Payment Specialist will review claim schedules for accuracy. The reviewer
will then forward the claim schedules to the Account Manager for review of funding information,
signature, and distribution to the SCO. Monthly, the Payment Specialist will receive a
CALSTARS D-16 report to reconcile encumbrance balances.

For CAL-Card transactions, CFS staff review the CAL-Card statements and receipts to ensure
that they are properly authorized and complete.

The Payment Specialist will query the CARDS file to verify that the vendor is in the system and
a Vendor Data Record (STD 204) is on file. f this is a new vendor, the Payment Specialist wiil
ask the client to request a Form 204 from the vendor. After the STD 204 is received, the
Payment Specialist adds the vendor to the CARDS vendor file.
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The Payment Specialist will also complete a lost discount and earned discount log. This
information is entered into CARDS during the month. The supervisor prints and reviews the
report at the end of each month.

Some payments, such as Prison indusiry Authority transactions, are processed via an SCO
iournal entry.

Payrofi

Payroli warrants are mailed or picked-up by clients at least one day before the end of the pay
period, and supplemental payroll warrants and advances upon receipt of release. A DGS
courier picks up client payroll warrants from the SCO and delivers them io the CFS cashier.
The cashier counts and sorts the warrants by department and compares them to the payroll
release. The payroll release originates from the client’s personnel office and authorizes the
CFS cashier to distribute the payroll warrants. The cashier will ensure that there is a release for
sach warrant unless directed otherwise by a client's memo. if the checks are to be mailed, CFS

- will prepare the UPS/FedEx package and deliver it to the mailroom. If the clientis o pick up the .

payroll warrants, CFS will deliver these warrants to DGS’s Business Services Office (BSO) for
pick-up. Clients picking up payroll warrants from BSO are required 1o sign for the warranis
received.

Salary advances originate from the client’s personnel office. The personnel office will prepare a
salary advance request and send it to the CFS cashier. The CFS cashier will confirm whether
the client’s personnel office approved the payroll advance. Also, the CFS cashier will confirm
whether the emplovee is in the payroli system and whether there are any other outstanding
salary advances. The salary advance request is forwarded to a Payment Specialist who will
enter the information into CARDS. An Account Manager will print the revolving fund check and
deliver the check and back-up documentation to another Account Manager, who will aisc review
the documentation and distribute the check based on the client’s instructions.

CFS will monitor salary advances and follow-up with clients to ensure collection of outstanding
advances. With the client’s approval, CFS will deposit the employee’s regular salary warrant to
collect the amount due and issue the balance o the employee.

Reports

CFS sends standard monthly accounting and budget reports o clienis by the end of the
following month. Other specialized reports are ordered upon request. For each client, CFS
prepares the second and third quarterly financial reports and fiscal year-end financial reports, in
accordance with the State Administrative Manual (SAM). This package includes all required
state and federal reports. CFS certifies the year-end statements and delivers them to the SCO
by the required due date.

Cash Dishursements

CFS uses General Checking Account number 088 for all clients to pay vendors and employees
when immediate payment is necessary, remit cash receipts fo the State Treasurer, purchase
dishonored checks from banks, and refund overpayments. This account is funded by ciient
advances and comprises office revolving fund cash, general cash, and trust cash.
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Revolving Fund Disbursemenis

Payment Specialists complete a revolving fund request which shows the reason for the
payment, then record the transaction in CARDS. Payments typically include salary advances,
travel advances, travel expense claims, invoices requiring expedited payment, utility bilis, phone
bills, credit card bilis, and occasional refunds and dishonorad checks. Pavments greater than
$15,000, other than for uiilities, require approval from superviscrs in the Payments Sectlion or
the CFS Manager. Supervisors also review and approve client-initiated paymeni requests. The
Payment Specialist will generally record the disbursement information into CARDS prior to
11:00 a.m. and generate a check on the same day.

Remiftances fo the State Treasurer

CFS& remits client funds o the Siate Treasurer according to SAM guidelines (i.e. at least once
every thirty days or the next day if accumulated collections exceed $25,000). An Account
Manager will prepare a remittance advice based on the Report of Collections and/or Report of

- Deposits. The Account Manager will then prepare a Generai Cash form which shows the
amount and reason for the payment, acquire a supervisor's or the Accounting Administrator IH's
approval, and submit the form to 2 Payment Specialist for processing.

Check Conirol

All checks are printed and reviewed by separate Account Managers who do not have access fo
any other part of the check process. The review process includes verification that the
information on the check agrees with the supporting documents {invoice, check raequest,
remittance advice, etc.), and that two signatures are obtained for checks over $15,000 {manual
signature in conjunction with the machine-stamped signature). Checks are sither delivered to
the DGS’s Business Services Office or mailed as requested. All checks delivered to the BSO
require a signature before they are released.

Monthly, the bank account coordinater reconciles the checking account and an Account
Manager reconciles the cash receipts register. CFS monitors outstanding travel advances and
follows-up with clients to ensure prompt collection. Annually, CFS submits a revelving fund
deficiency report to Finance, Office of State Audits and Evaluations (OSAE), by September 1%
of each year for the preceding fiscal year.

Cash Receipts

Collections are received and endorsed by clients. Clients will either deposit the collections or
send them io CFS for deposit.

Collections Deposited by CFS

The CFS Account Manager will either complete a Report of Collections (ROC) or review the
ROC submitted by the client. The ROC wili be recorded in the cashiers iog by the Account
Manager, who will give the CFS cashier both the checks and the ROC. The cashier verifies that
the checks have been endorsed and records the ROC in CARDS and prints a report showing
the total to be deposited. The cashier then runs an adding machine tape on the checks and
compares the iotal with the CARDS report, ROC, and cashier’s log. When all totals agree, the
cashier will prepare the deposit. A CFS supervisor will verify and initial the deposit slip. CFS
makes deposits daily.
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The cashier places the deposits in & sealed bag and delivers the bag to the BSO. The BSO will
require the bank courier to sign for the deposit. The cashier will send an e-mail to the STO if the
deposit is over $100,000. A copy of these e-mails is retained in a binder. The cashier prinis a
summary of all deposits to be remitted from CARDS, along with the supporting documentation,
and inserts it into the client’s folder. This summary report and supporting documentation is used
by the Account Manager to remit funds.

CFS keeps numeric controi over deposit slip numbers assigned to clients. This includes deposit
slips that are provided 1o clients that make their own deposits. In addition, the deposit slips log
is reviewed to ensure that the numerical sequence is infact.

Colisctions Deposited by Clients

Clients send thelr ROCs and deposit slips to CFS for recording. The cashier records the

deposits in CARDS and prints a report summarizing the total deposit. The summary report,
along with supporting documentation, is piaced in the client’s folder and used by the Account.
Manager o remit funds.

Accounting

CFS is responsibie for maintaining accurate and current accounting records. All transactions
are recorded in the month they occur and reconciled monthly to the records maintained by the
SCO. This recongciliation is completed by the end of the following monih. All reconciling items
are noted and corrected prior to the end of the following month. Quarterly, this reconciliation is
reviewed by a supervisor.

Account Managers maintain the CALSTARS tables, code and record all monthly transactions,
run cost allocation and/or fund split reports, perform SCO reconciliations, prepare transfers of
cash into different funds/accounts, order reports for CFS files and clients, and perform year-end
closing fransactions.

Fixed Assels

CFS records fixed asset transactions based on client direction and documentation in the Fixed
Asset Application, and reconciles recorded information with the general fixed asseis account
group on a monthly or quarterly basis. Account Managers guery clients about any assets that
have not been recorded in the Fixed Asset Application and request a stock received report.
CFS sends clients updated property reports/listings annually. One listing contains items $5,000
and above and the other contains items under $5,000. The items $5,000 and above are
capitalized and recorded in the general ledger accounting application. These lists provide the
basis for clients to certify the accuracy of recorded property, and o make any necessary
adjustments in accordance with SAM Section 8652. After the property reports/listings are
checked and returned, the Account Manager will update the client’s property records and retain
the listings for five years or until audited. Although CFS sends out the listings every year,
clients are only required to perform a physical inventory once every three years.

An administrator of the Fixed Asset Application maintains the master file that tracks capitalized
property, and reconciles on a monthly basis all fransactions recorded in the Fixed Asset
Application.
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CONTROL OBJECTIVES AND RELATED CONTROLS

CFS&’s conirol objectives and related controls are included in Section C of this report. Although
this information is presented in Section C alongside Finance’s test resuits, it is an integral part of
CFS’s description of controls, and as such, is an exiension of the information contained in
Section B.

USER CONTROL CONSIDERATIONS

CFES's conirols comprise only a portion of the overall internal control and risk management
program for each client. Clients play an important role in this process by implementing and
maintaining effective control over their operations. Each client’s internal control depends on the
nature of the transaciions processed by CFS, the degree of interaction with the controis, and the
MOU with CFS.

.The following list highlights those controls that CFS believes should be present at each client.
CFS has considered the following controls in developing the control objectives described in
Section C of this report. Each client must evaluate its own internal control to determine if the
following procedures are in place. The foliowing list is intended to address only those controls
surrounding the interface and communication between each client and CFS.

CFS’s clients should ensure that

Instruction and information provided to CFS is in accordance with the provisions of

the MOU, SAM, State Contracting Manual, or other applicable laws and

regulations.

= Effective control over physical and logical access to CALSTARS terminals at client
locations is established, monitored, and maintained.

e CFS receives timely written notification of changes to individuals authorized to
direct or transact business with CFS.

e Reports, account balances, and related activity provided by CFS are reviewed
timely, and that written notice is promptly provided to CFS of any discrepancies.

» Budget documents are reviewed and approved by knowledgeable staff.
Adequale separation of dufies is maintained.

» Invoices, purchase orders, and contracts are reviewed and approved prior {o
submission o CFS.

¢ Year-end accrual information is complete and accurate.
All cash receipts are identified by fund, program, and type when required.

= Stock received reports, equipment surveys, and transfers of location of equipment
forms are submitted tc CFS timsly.

¢ Equipment is physically inventoried at least once every three years.

]

18



L BectionC

information Provided by
Department of Finance
Office of State Audits and Evaluations

19



CONTROL OBJECTIVES, RELATED CONTROLS, AND
TESTS OF OPERATING EFFECTIVENESS

Organization and Administration

Control Objective 1: Controls provide reasonable assurance that adequate segregation of
duties exists between application programming, information security, and technical support.

Control Objective 2: Conlrols provide reasonable assurance that adequate segregation of
duties exists between CFS Account Managers and Payment Specialisis.

incompatible duties between
Account Managers and Payment
Specialists.

structure provides for the segregation of
incompatible dufies.

Controls Tests Performed Resuits of
Tests
The control structure of the Office of | Inguired of the Information Technology No
| Technology Resources (OTR) Manager and the Data Processing. .| exceptions |
provides for segregation of Manager, inspected various OTR noted
incompatible duties, including organization charis, and observed
application programming, operations {o determine whether the OTR
information security, and technical structure provides for the segregation of
support. incompatible duties.
Job descriptions are availabile for Inspected a sample of OTR and CFS job No
each position. Job descriptions descriptions to determine whether job exceptions
promote segregation of duties by responsibilities are defined. noted
identifying the duties and
responsibilities for the position.
The control structure of the CFS inguired of the CFS Manager, inspected No
provides for segregation of the CFS organization chart, and observed | exceptions
operations to determine whether the CFS | noted

Based on the tests of operating effectiveness described above, the conirols are operating with
sufficient effectiveness {o reasonably achieve the conirol objectives.
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Control Objective 3: Controls provide reasonable assurance that established policies and
procedures adeguately document hiring, staffing, and fraining practices.

Controls

Tests Performed

Resulis of
Tests

Potential employees are
inferviewed and evaluated as part
of the hiring process.

Inguired of the CFS Manager to
determine whether potential employees
are interviewed and evaluated as part of
the hiring process.

inspecied the Human Resources hiring
policies fo determine whether potential
employees are both interviewed and
evaluated.

No
exceptions
noted

| Performance evaluations are
performed on a periodic basis.

Inguired of the CFS Manager about the

nature and frequency of performance
evaluations and to determine whether the
evaluations were performed on a periodic
basis. Inspected a limited sample of
evaluations.

No .
exceptions

noted

Training is provided {o employees
in order to maintain the knowledge
and skills needed to periorm jobs
adequately.

Inquired of CFS supervisors to defermine
whether training is available o employees
for skills development. Observed new
staff training.

No
exceplions
noted

Based on the tests of operating effectiveness described above, the controls are operating with
sufficient effectiveness to reascnably achieve the confrol objective.
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Information Security

Control Objective 4: Controls provide reasonable assurance that CFS information assels and
data servers are proiected from physical loss or damags.

Conirols

Taests Performed

Resulis of
Tests

Procedures are in place to ensure
that access to CFS data and the
data servers in the OTR is limited
1o appropriate perscnnel.

Inguired of the OTER Data Processing
Manager about the access policies and
procedures for the OTR server room, and
observed operations.

Inguired of the CFS Manager about the
access policies and procedures for CFS,
and observed operations.

No
exceptions
noted

Visitors are required to sign in and

out at the lobby when visiting the
DGS Headquarters, including OTR
and CFS.

Observed the visiior sign in and sign out
process in the lobby of the DGS building.

No

exceptions
noted

Surveiliance cameras and key card
scanners are ulilized 1o actively
monitor all entrances to the DGS
building.

Ubserved the DGS building and inquired
of the security personnel on duty to
determine whether key cards restrict
access and surveillance cameras are
utilized to monitor access {o the DG
building.

No
exceptions
noted

Based on the tests of operating effectiveness described above, the controls are operating with
sufficient effectiveness 1o reasonably achieve the control objective.
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Control Objective 5: Controls provide reasonable assurance that logical access 1o programs
and data is limited to properly authorized individuals.

Controls

Tests Performed

Resuits of Tesis

The level of CALSTARS access is
assigned by the CFS security officer
and is based on required job duiies.

inspected the CALSTARS
CSB §17-1, Security File By
Agency Report, to determine
the level of access assigned
o CFS Account Managers,
Payment Specialists, and
clienis.

Some clients still have
access o input, view,
and print in CALSTARS.

Disposition: The
Manager of CFS deleted
three clients’ access o
CALSTARS. Also, the
daily batch reconciliation
will minimize the risk of
unauthorized

A unigue CALSTARS user D is
assigned to each client. All Account
Managers share the same password
and all Payment Specialists share
the same password for 80 days.

inguired of Account
Managers and Paymeni
Specialists 1o gain an
understanding of the user ID
and password procedures.

No exceptions noted

CALSTARS denies users access (o
the system atter three unsuccessiul
attempts.

inquired of Account
Managers and CFS
Manager to determine
whether CALSTARS denies
user access io the system
after three unsuccessful
attempls.

No exceplions noted

Formal termination procedures have
been implemented to ensure the
prompt removal of separated CFS
employees from system access.

Inspected the employee
separation checklist and
CARDS access checklist for
selected employess {o
determine whether CFS
implemented formal
termination procedures.

No exceptions noted

On the Lease Revenue Bond
Accounting Application, only the
Account Managers assigned fo
perform revenue bond accounting
work and general accounting work
have access to this application. A
password is assigned to each fund.
Therefore, some agencies with
multiple funds require more than one
password.

Inquired of Account
Managers to determine who
has access and whether &
password is assigned {o
each fund.

No exceptions noted
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On the CARDS application, the
system administrator assigns the
level of access based on required
job duties. Each staff is assigned a
unigue user 1D and password.

Inspected CARDS access
reports for selecied siaff to
determine whether the level
of access assigned is
compatibie with their job
duties.

inguired of Account
Managers to determine
whether unigue user IDs and
passwords were assigned fo
each staff.

Two Account Managers
had access 1o create
claim schedules, which is
incompatible with their
other assigned duties.

Disposition:

The system administrator
removed these Account
Managers from access 1o
claim scheduls
processing.

On the Fixed Asset Appilication, the
system adminisiralor assigns the
same password o staff that require
update capability.  Specifically, only
the Account Managers have access
to the Fixed Asset Application.

inguired of Account
Managers to determine if the
same password is used by
all Account Managers and if .
only Account Managers

have access to the Fixed
Asset Application.

Observed operations.

No exceptions noted

Based on the tests of operating effectiveness described above and the corrective actions as
noted above, the confrols are operating with sufficient effectiveness o reasonably achieve the

control objective.
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Systems Development and Maintenance

Contrel Objective 6: Controls provide reasonable assurance that standards and procedures
adequately document the service request and authorization process.

Controls

Tests Parformed

Resulis of
Tesis

System modifications are initiated
via service requests made fo the
call center or e-maiis. Call center
staif enter service reguests into the
Remedy Action Reguest System.

Inquired of the Information Technology
Manager to gain an undersianding of the
procedures for service requesis.

No
exceptions
noted

The Remedy Action Request
System is used to record service

| requesis made, includingthe

requester's name, description of
the problem, staff assigned, and
date resolved.

Inspected change request reporis from
the Remedy Action Request System to

determine if the required information was

documenied.

Mo
exceplions
noted

System modifications to CARDS,
Fixed Asset Application, and Lease
Revenue Bond Accounting
Application require authorization
from the CES liaison.

Inquired of the CFS Accounting
Administrator Il and the OTR Information
Technology Manager o gain an
understanding of the requirements for
sysiem modifications. Observed
operations.

MNo
exceptions
noted

Based on the tests of operating effectiveness described above, the controls are operating with
sufficient effectiveness 1o reasonably achieve the conirol objective.
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Controf Objective 7: Controls provide reascnable assurance that systems developed or
modified are appropriately fesied prior to implemeniation.

Controls

Tests Performed

Resulis of
Tests

The OTR Senior Program Analyst
works with the CFS liaison to
ensure that system modifications
meet the neads of CFS.

inquired of the OTR Senior Program
Analyst and the CFS Accounting
Administraior I 1o gain an
understanding of the system
maodification procedures.

No exceptions
noted

System testing is done within a
test environment by copying the
production file into the test
environment,

inquired of the Senior Frogram Analyst
o determine if system testing is done
within a test environment using a copy
of the production file. Although no tesis

| were conducted during our audit, the
CFS Accounting Administrator i

confirmed that prior tests foliowed
established controls as stated.

No exceptions
noted

Based on the lests of operating effectiveness described above, the controls are operating with
sufficient effectiveness to reasonably achieve the control objective.
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Conirol Objective 8: Controls provide reasonable assurance that production environment
updates are properly authorized and implemented.

Conirols Tests Performed Results of
Tests
Only properly authorized Inquired of the OTR Senior Program No exceptions

nersonnel initiate and implement
changes in the production
environment.

Analyst to determine if changes info the
production environment are restricted.

noted

The OTR Senior Frogram Analyst
obtains verbal approval from the
CFS liaison before the modified
program can be scheduled for
introduction info the production

| environment.

Inquired of the OTR Senior Program
Analyst to gain an understanding of the
authorization requirements for
infroducing the modified program into
the production environment. Changes
are infrequent. The CFS Accounting

| Administrator i confirmed that system

updates followed established confrois as
stated.

MNo exceptions
noted

Based on the tests of operating effectiveness described above, the controls are operating with
sufficient effectiveness to reasonably achieve the conirol objective.
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Control Cbjective 9: Conirols provide reasonabie assurance that adequate documentation is
developed for new systems and updated when modifications are made to exisling systems.

Controls

Tests Performed

Results of Tests

User documentation is creagted

and updated whenever new
systems are developed or
when modifications are made
o existing sysiems,

inquired of the CFS
Accounting Administrator i
and inspected manuals fo
determine if user
documentation is created
and updated.

The Lease Revenue Bond
Accounting Application and
Fixed Assets Application user
manuals are updated.
However, the CARDS user
manual was not updated afier
system modification.

Disposition:
The CFS Accounting
Adminisirator il indicated that

| the CARDS user manual will be

updated after June 30, 2007.

Source modules of programs
are mainfained as part of the
system documentation
whenever new sysiems are
developed, or when
modifications are made fo
exisling systems.

Inspecied the CARDS
systermn documentation
which was the only system
updated during the audit
period to determine iIf source
modules are mainiained.

No exceptions noied

Rased on the tesis of operating effectiveness described above and the proposed coirective
action as noted above, the controls are operating with sufficient effectiveness o reasonably

achieve the controi objeciive.
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Computer Operations

Control Objective 16: Conirols provide reasonable assurance that operatling procedures are
documented, updated, and complied with, and that problem resclution procedurss are in place
o ensure that computer hardware and software are operational and functioning as intended.

Conirols

Tests Performed

Results of
Tesis

Operating poiicies, standards, and
procedures are available to guide
OTR steff in the performance of
their assigned job responsibilities.

inspected the Information Technology
Standards Deskiop & Mobile Computing
manual dated November 2006.

No exceptions
noted

Hardware and software problem
cotreciions are initiated via a

+ telephone -call or e-mail reguest to -

the OTR. See Control Objective 6
for description of the Remedy
Action Request System.

Inquired of the OTR Information
Technology Manager 1o gain an

-understanding of the service request

process. Also see Conirol Objective 6
for other fesis,

No exceptions

noted

Compliance with computer
operaling procedures is enforced.

Ingquired of the information Technology
Manager o gain an understanding of
how operating procedures are enforced.

No exceptions
noted

Documentation of computer
operating procedures is updated
as needed io reflect changes in
praciice.

Inguired of the Information Technology
Manager to determine whether the
information Technology Standards
Deskiop & Mobile Computing manual is
updated periodically. inspected the
manual.

No exceptions
noted

Based on the tests of operating effectiveness described above, the controls are operating with
sufficient effectiveness o reasonably achieve the control objective.
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Control Objective 11: Controls provide reasonable assurance that backup and off-site data
storage procedures have been developed and are being followed.

Controls

Tests Performed

Results of
Tests

Formal data back-up procedures
are in place.

inquired of the OTR Information
Systems Analyst and observed the
backup scheduie to determine if formal
back-up procedures are in place o
safeguard data stored on magnetic iape.

No exceptions
rioted

Formal procedures are in place for
fape retention.

Inguired of the Information Systems
Analyst {o determine if an official DGS
policy on tape retention exists.

No exceptions
noted

Back-up tapes are siored at an
offsite location.

| Inspected Vanguard Vaults pick-up

shesgt to determine whether backup
tapes are siorec offsite.

No-exceplions:

noted

Critical tables, reports, files, and
fransactions are backed-up
periodicaily and available on fape
for 30 days.

Inquired of the OTR Senior Program
Analyst and the Information Systems
Analyst to determine if critical CFS daia
maintained by the OTR is backed-up
periodically and available on tape for 30
days.

Mo exceptions
noted

Based on the tests of operating effectivenass described above, the controls are operating with
sufficient effectiveness 1o reasonably achieve the control objective.
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Control Objective 12: Controls provide reasonable assurance that reports containing
confidential information and other output documents are secured and disiributed only to

authorized individuals.

Conirols

Tests Performed

Results of Tesis

Reporis generated by CFS
are securely maintained in
the operations area.

inguired of the Accounting Adminisirator
It and observed activities {0 determine if
reporis generated by CES are securely
maintained in the operations area.

No exceptions noted

Users are assigned a
designated printer for
ouiput. Reports ars
distribuied only o

authorized individuals who

“requested the repoft

inquired of the Accounting Administrator
il and observed aclivities to determing if
users are assignad a designated printer
for output, and that reports are
distributed only to the authorized

‘individuzls who reguested the report.

No exceptions noted

Various vendor and
employee reports
generated by the CARDS
appiication shows oniy the
last four digits of the social
security number (SSN).

Inspecited the CARDS vendor and
employee reports to determine if these
reports contained only the last four
digits of the 3SN.

The CARDS vendor
report containg the
vendor's full social
security number.

Gisposition:

The CFS Accounting
Administrator Il
confirmed that the
programmer will
correct this error.

Based on the tesls of operating effecliveness described above and the proposed corrective
action as noted above, the conirols are operating with sufficient effectiveness {0 reasonably

achieve the control objective.
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Budget

Control Objective 13: Controls provide reasonable assurance that appropriation data and

budget plans are posted timely.

Control Gbhjective 14: Controls provide reascnable assurance that budget status will be
mohitcred and communicated {o clients.

Control Objective 15: Confrols provide reasonable assurance that the development of
schedules reguired for the Governor's Budget are timely and accurate.

Controls Tests Performed Results of
Tests
Record the annual inspecied CALSTARS B0 report for selected Mo
appropriations in clients and confirmed that appropriations were exceptions
1 CALSTARS and reconcile to - | correctly posted for the period ending- | noted. -
the SCOC monthly tab run. July 31, 2008, and agreed with the SCO's Neilce
of Budget Setup.
Record the budget plans in Inspected CALSTARS Q16 report for selected Mo
CALSTARS. clients and confirmed that budget plans were exceptions
correctly posted in CALSTARS and maiched the | noted
Schedule 11s.
Foltow writlen procedures Inguired of the Account Managers to verify that Mo
contained in Budget and they foliow Budget Manuais and CALSTARS exceptions
CALSTARS Manuals. Procedures Manual. Observed the existence of noted
these manuals in CFS.
Send monihly budget reports | Inspected the checklist for selected clients and No
to clients. confirmed that monthly budget reports were sent | exceptions
to clients. noted
Prepare special reporis and | Inspecied and confirmed that Account Managers | No
expenditure projections as prepare special reports and projections as exceptions
requesied by clients. requested by clienis. noted
Account Managers will Inquired of Account Managers to determine if No
review and follow budget they read and follow budget lefters. exceptions
letters. noted
Supervisors review and Inspected quarterly checklisis for selected clients | No
approve quarterly checklists | to confinm that checkiisis were reviewed and exceptions
and documents. signed by Supervisors. noted

Based on the tests of operating effecliveness described above, the controls are operating with
sufficient effectiveness to reasonably achieve the control objectives.
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Contracts and Purchases

Control Objective 16: Controls provide reasonable assurance that coniracts and purchase
documenis are properly authorized.

Control Objective 17: Controls provide reasonabie assurance that expenditures do not exceed

authorized amounis and are processed accurately.

Controls

Tests Performed

Hesuits of Tests

Payment Specialists
review DGES-1 or GS-
111 Forms {o verify
that purchases wers
properly authorized
by clients.

inspected DGS-1 or GS-
111 Forms for selecied
cliends to determine if
purchases were approved
by authorized officials.

No excepilions noted

Account Managers

submit copies of
signed contracis to a
CFS emplovee who
distributes the copies
as required.

Inspected contracts log fo

determine if signed
contracts were distributed
as reguired.

hNo exceptions noted

Payment Specialists
encumber coniracts
and purchase orders
in the accounting
records.

Inspected contracts and
purchase orders of
setected clients to
determine if Payment
Specialists properly
recorded the
encumbrances.

Mo exceptions noted.

Additional information:

Itis CFS's practice {o not record an
encumbrance when a purchase order and
the related invoice are received in the
same month and the invoice fully liguidates
the purchase.

Account Managers
send CALSTARS
D16 expenditure
reporis to clienis
monthiy.

Inspected monthly
checklist for selectad
clients to determine if
CALSTARS D16 reports

were sent {o these clients.,

No exceptions noted
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Payment Specialists
reconcile CALSTARS
D16 reports o
payment record
forms.

Inspected payment
records of selected clienis
to determine whether
Pavment Specialisis
reconciled them to the
CALSTARS 516 report.

8 out of 86 payment records esied were
not reconciled monthly (12 percent of total
iested).

Disposition:

During preparation of the quarterly reports,
the Account Managers will now require
Payment Specialists o verify that the D16
reports agrse with the paymentlogs. This
procedure will be added to the Account
Managers checklist. To further ensure the
acclracy of encumbrances, on an annual
basis, Account Managers send a letter to
clienis along with the D16 report,
requesting that they review their
encumbrance listing for completeness and

| .accuracy.  This will be done in Marchor. . |

April so that changes, if necessary,
can be made prior to year-end closing.

Account Managers
verify that funds are
available and sign the
coniracis and
purchase orders to
document their
certification.

Inspected contracts and
purchase orders of
selected clients {o
determine if Account
Managers ceriified the
availability of funds.

34 out of 44 purchase orders {ested were
not signed or certified for availability of
funds (77 percent of total tested).

Disposition:

Account Managers certify availability of
funds only when directed by the client
CFS will review existing MOUs to clarify
whio should sign which documents.

Based on the tests of operating effectiveness described above and the proposed correciive
actions as noted above, the conirols are operating with sufficient effectiveness {o reasonably
achieve the control objectives.
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Favmentis

Control Objective 18: Controls provide reasonable assurance that all expenditures are paid

timely and accurately.

Controls

Tests Performed

Results of Tests

All payment documents
will be date stamped upon
receipt.

inspected invoices for
selected clients o
determine if they were
date stamped.

28 out of 188 invoices selected for
testing were not date stamped
{15 percent of iotal fested).

Disposition:

The invoice date is used to determine if
prompt payment has been made. The
date stamp is used to determine where
the delay in processing the invoice has

| occurrad, Without 2 date stamp, CFS

assumes the responsibility for any late
payment penalties. CFS will continue
to emphasize to payment staff the
importance of date stamping all
invoices.

Payment Specialists will
review documents o
determine due date.

Observed Payment
Specialists’ document
review process.

Mo exceplions noted

Payment Specialists will
verify if invoice has been
approved by the client.

Reviewed DGS-1 or GS-
111 Forms for selected
clients to verify that the
invoice was approved.

No exceptions noted

Payment Specialists will
determine the accuracy of
the client's expendiiurs
coding (i.e. obiect/
program code} or enter
codes on the document.

Observed Fayment
Specialists’ document
review Drocess.

No exceptions noted

Payment Specialists will
review the Vendor Edit
Report and source
documents to confirm
accuracy.

Inspected the Vendor
Edit Report, invoice, and
claim schedule to confirm
accuracy.

No exceptions noted

Payment Specialisis will
determine payment
method (claim schedule,
expedite, or revolving
fund).

Observed Payment
Specialists’ document
review process.

No exceptions noled
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Payment Specialists will
check for penaliies or
reporiable paymenis
{Form 204 in the CARDS
application).

inspected invoices and
vendor listing of selected
clients to determine if
Form 204 was obtained
from clients.

No exceptions noted

Supervisors or lead
Payment Specialists
review claim schedules.

Inspected claim
schedules of selected
clients to determine if the
Supervisor or lead
FPayment Specialist
raviewed the cliaim
schedule.

No exceptions noted

Account Managers
review, sign, and

J.distribute payment. ... ..

documents to the SCO.

Observed Account
Managers' claim

schedule review, ... ...

approval, and distribution
process.

No exceptions noted

Payment Specialists
reconcile encumbrances
to the CALSTARS D6
report.

inspectied contracts and
purchases for selected
clients to determine if
Payment Specialists
reconciled encumbrances
fo the CALSTARS D16
report.

7 out of 71 transactions fested were
not reconciled monthiy (10 percent of
total tested).

Disposition:

During preparation of the quarierly
reporis, the Account Managers will now
require Payment Specialists to verify
that the D16 reporis agree with the
payment logs. This procedure will be
added {o the Account Managers
checklist. To further ensure the
accuracy of encumbrances, on an
annual basis, Account Managers send
a letter io clients along with the D16
report, requesting that they review their
encumbrance listing for completeness
and accuracy. This will be done in
March or April so that changes, if
necessary,

can be made prior to year-end closing.

Written procedures
prevent unauthorized
payments of coniract
retentions. The contract
amount net of retention
and the retention amount
are recorded separately.

Inspectad writien
proceduras and payment
records o determine if
the coniract amount net
of retention and the
retention amount were
recorded separately.

No exceptions noted
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Account Managers review | Observed Account Mo exceptions noted
the CALSTARS D16 Managers’ review
report to identify unpaid process.

claim schedules.

Account Managers review | Observed Account No exceptions noted
the CALSTARS edit Managers’ review and

activity error report and correction process, and

correct the errors. inspected the edit activity

error report.

Based on the tests of operating effectiveness described above and the proposed corrective
actions as noted above, the controls are operating with sufficient effectiveness (o reasonably
achieve the control objective.




Payroil

Control Objective 19: Controls provide reasonable assurance that regular payroll warrants are

distributed to clients fimely.

Control Objective 20: Confrols provide reasonable assurance that supplemental and special
payroll warrants {salary advances, stc.) are distributed to clients timely.

Control Objective 21 Controls provide reasonable assurance that salary advances are

collected fimely.

Controls

Tests Performed

Rasuits of
Tests

Warrants are mailed (via FedEx or

UPS) or picked-up by clients at least

one day before the end of the pay
PBIIOE.

Inspected the Payroll Sign Cut Log and
the Ouigoing Package Delivery Request
Ship for selected clients to determing if

“Vwarrants were mailed or picked-upat

least one day before the end of the pay
period.

No
exceplions
noted

Clients will sign the Payroll Sign Out
Log when they pick up payroil
warranis.

Inspected the Payroll Sign Cut Log and
Check Release Log for selecled clients
to confirm whether the clienf’s
authorized representative signed the
logs when picking up regular and
supplemental warrants.

Mo
exceptions
noted

CFS does not issue warrants without a
release from client's personnel office.

inspected Payroll Warrant Releases for
selected clients and compared them o
warrants issued.

No
exceplions
noied

All salary advance requesis are
approved by the client’s personnel
office.

inspected salary advance requests for
selected clients to determine if they
ware approved by the client’s personnel
office.

No
exceptions
noted

Requests for salary advances are
reviewed by CFS staff to determine if
there are any outstanding advances.
CF&'s cashier will contact the client's
personnel office to inform them of the
outstanding advance.

Observed the CFS cashier reviewing
salary advance requests. Inquired of
the cashier to determine if the client’s
personnel office is informed about
outstanding salary advances.

[a]
excepiions
noted

An Account Manager will print the
salary advance checks and another
Account Manager will review the
checks against the original requests
before release.

Observed an Account Manager printing
the revolving fund checks and ancther
Account Manager reviewing the checks
for agreement with the client’s original
request

No
exceptions
noted
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The last reviewer will iake the checks

Observed Account Manager deliver

No

issue a net check o the employee.

informaticn with the Request for
Revolving Fund Check in Lisu of Salary
Warrant.

to the DGS cashier for client pickup. checks to DGS cashier for client pickup. | exceplions
noted
Salary advances are entered into the | Inspected the CARDS salary advance No
CARDS application by Paymenis staff. | reporis for two selected clients {o exceptions
determine if Payments staff accurately noted
entered the information into the system.
CFS will monitor the client’s collection | Inguired of the CFS cashier to determine | No
efforts and notify clienis of long whether clienis are notified of long- exceptions
outstanding saiary advances. outstanding salary advances, and noted
whether their collections efforis are
monitored. Reviewed outstanding
advances.
With the client’s approval, CFS will inspecied the employee information No
| deposit regular salary warrants to | -report in CARDS forselected .| exceptions .|
collect outstanding advances, and employees, and compared the noted

Based on the tests of operating effectiveness described above, the controls are operating with
sufficient effectiveness 1o reascnably achieve the control objectives.
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Accounting

Control Objective 22: Controls provide reascnable assurance that CFS maintains accurate

and current accounting records.

Control Objective 23: Conirols provide reasonable assurance that monthly reconciliations are
completed correctly and timely.

Controls

Tests Performed

Resuils of Tests

Account Managers work
with clients {o mainiain
CALSTARS tables.

tnquired of Account Managers
to determine whether they work
with clients to maintain
CALSTARS tables.

No exceptions noted

The CFS Cashier prints
1 CALSTARS journal

entries and delivers them

o Account Managers.

Observed and inquired of

| Account Managers fo

No exceptions noted

determine if cashier printsand |

delivers journal eniries as
required.

Account Managers or
Payment Specialisis
code and record all
monthly transactions
fimely.

Observed and inguired of
Account Managers whether
they (or Specialists) code and
record monthiy fransactions
during the 1ist or 2nd week
following the end cf the
preceding month.

MNo exceptions noted

Accouri Managers run
the cost sliccation and/or
fund split and complete
the Plan of Financial
Adjustment (PFA).

inquired of Account Managers
about the cost allocation and
fund split process. ingpecied
the CALSTARS Q22 report and
the SCO transaction request
form for selected clients to
determine if the Account
Manager compleied the cost
ailocation, fund split, and PFA.

No exceptions noied

Account Managers
recenciie client activity
with SCO balances
monthly. Supervisors
review and approve the
reconciliations quarterly.

Inspected selected CALSTARS
DB1, DB2, and SCC Tab Run
reports io determine if Account
Managers reconciled to 8CO
balances monthly, and whether
the reconciliations were
reviewed and approved.

No exceptions noted

CF8 reconciles bank
accounts, including the
Office Revolving Fund
(ORFY monthly.

Observed the Account Manager
reconciling the ORF and
inspected selected bank
reconciliations for checking
account 088,

No exceptions noied
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Account Managers
perform quarterly reviews
of each client’s account
activity according to an
esiablished checklist.
Supervisors review and
approve the completed
checldisis,

inspected guarierly review

checklists for selected clienis o

determine if they had been
completed and approved.

1 out of 2 clients selected for
testing had not undergone a
guarterly review since fiscal vear
1989-2000.

Disposition:

The CFS Manager confirmed that
the respective Account Manager
will complete the quarterly review
starting with the quarter ending
March 31, 2007. Auditor
confirmed that this review was
completed on April 25, 2007 and
reviewed by the supervisor on
April 26, 2007.

Account Managers
perform year-end closing
procedures for clients
acecording fo an
estabiished checklist.
Supervisors review and
approve the completed
checklists,

Inguired of Account Managers. .

and inspected the ysar-end

checllists for fiscal year 2005-
06 to determine whether thay

performed the year-end
procedures as required, and

whether supervisors reviewed

the checldists.

Mo .exception noted.. . .

Based on the tests of operating effectiveness described above and the corrective action as
noted above, the controls are operating with sufficient effectiveness o reasonably achieve the

conirol objectives.
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Reporting

Control Objective 24: Contfrols provide reasonable assurance that monihly and quarterly

financial reports are accurate and distributed timely to clienis.

Control Objective 25: Controis provide reasonable assurance that annual state, federal, and
other year-end reports are accurate and distributed timely fo clients.

Controls Tests Performed Results of Tests
Account Managers inquired of Account Managers No exceptions noted
order CALSTARS and inspected monthly checkiists

reports for clients
monthly, and prepare
special reports as
requested.

for selected clients o determine it
Account Managers ordered the
CALSTARS reporis and prepared
special reports as requested by
clients.

Account Managers -
compleie quarterly
reporis in accordance
with SAM
requirements, and
submit copies o
clients.

{-inspected checklisis and quarterly

reporis for selected clients to
confirm that they had been
prepared and submitted.

1-outof 2-clients selected for - e

testing had not received a
quarterly repori since fiscal year
1898-2000.

Disposition:

The CFS Manager confirmed that
the respective Account Manager
will complete the quarterly report
starting with the quarter ending
March 31, 2007. Auditor
confirmed that this report was
prepared and sent {o the client on
April 24, 2007.

The CFS Manager
certifies all year-end
reports.

inspected year-end reporis {o
confirm whether they were
certified by the CFS Manager.

Mo exceptions noied

Year-end reporis are
prepared and hand-
delivered o the SCO
by the dus dats.

Inquired of CFS supervisors to
determine if year-end reporis
were prepared and hand
delivered o the SCO by the due
date. inspected SCO receipt
signatures on fransmittal memos
o confirm that statements were
received on time.

No exceptions noted

The revolving fund
deficiency report is
submitted to OSAE
annually.

inspected CFS’s Cffice Revolving
Fund Deficiency Claims
Memorandum to confirm whether
it was submitied to OSAE by the
due date.

Mo exceptions noted

Based on the tests of operating effectiveness described above and the corrective action as
noted above, the controls are operating with sufficient effectiveness to reasonabiy achieve the

control objectives.
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Cash Receipts

Control Objective 26: Controls provide reasonable assurance that collections sent o CFS are

deposited timely.

Control Chjective 27: Controls provide reasonable assurance that deposits made by CFS are

recorded properly.

Controls

Tesis Performed

Results of Tests

All checks received by
CFS are promptly
endorsed and deposiled
daily.

Observed the CFS cashier
1o determine if all checks
received were endorsed
and deposited daily.

No exceptions noted

1 LChecks.are recorded in. ..

the cashier’s log by clients
or Account Managers.

inspected selected ...

cashier’s logs and the Daily
Cash Receipt Transaction
Reports to determine if
Fund 200 checks were
recorded in the cashier’s
logs.

Ingquired of CFS cashier to
determine if Fund 100
checks were recorded in
ihe cashier’s log.

2.out of 83 Fund. 200 checks tesied... | ...

were not recorded in the cashier's
[og.

Fund 100 checks were recorded in
the cashiers log by mid-April 2007.

Disposition:

On April 4, 2607, the CFS Manager
issued Directive 2006-04, which
requires that the cashier will (a}
verify that all checks on the Report
of Collections are recorded on the
cashier’s log, (b) list the deposit
number for each entry, and (<) enter
any Report of Collections or checks
missing on the cashier’s log.

The CFS cashier
compares checks o the
Report of Collections and
the cashier's log.

Inspected selected cash
receipts fransactions on the
Daily Cash Receint
Transaction Report (o
determine if Fund 200
checks on the Report of
Coliections agreed with the
cashier's log.

2 out of 83 Fund 200 checks tested
were not accurately recorded.
Specifically, the cashier’s log was
understated by $79,373.85.

Disposition:

On April 4, 2007, the CFS Manager
issued Directive 2006-04 as
described above.
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The cashier enters
deposits into the CARDS
appilication and files a
transaciion summary

sheet in the client's folder.

The summary sheet is
used by Account
Managers to remit funds.

Observed the cashier to
determine if client-
deposited coliections were
entered into CARDS, and
that summary sheets were
filed in the client’s folder.

No exceptions noted

The cashier runs an
adding machine tape on
all checks and compares
{otal 1o cash recsipts
register.

Inspected the cash receipis
register and {apes o
confirm agreement of
iotals.

No exceptions noted

The cashier secures

J-the bank depositina .
sealed bag and
requires the courier io
sign for the transfer.

Observed operations and

inquired.of the cashier. ... .. ..

about bank deposit
procedures. inspecied the
Daily Deposit Pickup Log
for svidence of courier
signature.

Inspected the Daily Cash
Recsipt Transaction Report
for selected dates to
determine if the deposit
agreed with the amount
transferred to the courier.

Mo exceptions noted

The eashier nofifies the
State Treasurer's Office
when deposits exceed
$100,000.

Inspected e-mails sent by
the cashier to the Staie
Treasurer’'s Financial
Services Section to confirm
notification.

No exceptions noted

Bank statemenis are
reconciled monthly.

Inspected bank statements
for selected months to
verify monthly
reconciliation.

Mo exceptions noted

Account Managers
reccncile general cash.

inspected the checking
account 088 cash balance
report and the general cash
recongiliation spreadsheet
for selected clients {c
confirm that Account
Managers reconciled
general cash.

Mo exceptions noted
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Supervisors reconcile Inspected the Deposit MNo sxceptions noted
receipis in CARDS to Summary Listing and
Reports of Deposit. Reports of Depoesit io
coniirm that supervisors
raconciled receipts with
amounds in CARDS.

Based on the tests of operating effectiveness described above and the corrective actions as
noted above, the controls are operating with sufficient effectivenass {o reasonably achieve the

conirol objectives.




Cash Disbursemenis

Control Objective 28: Controls provide reasonable assurance that the revolving fund is

properiy used.

Control Objective 29: Controls provide reascnable assurance that reconciliations are

completed monthly.

Control

Tests Performed

Results of Tests

An Account Manager prinis checks
and ensures that chacks over
$15,000 have two signatures.

inspected a sample of checks
over $15,000 o determine if
they had two sighatures.

1 out of 32 checks
tested over $15,000
did not have two
sighatures.

L Disposition 1

CFS now highlights al
checks over $15,000
in boid on the
Preliminary Listing of
Checks Printed.

Payment Specialisis are autherized
to make disbursements from the
revolving fund up to $15,600.
Payments over $15,000 require
supervisor approval unless made o
a utility company.

Inspected selected checks
over $15,000 to determine if
supervisar approval was
obtained.

No exceptions noted

The check printing function and the
check review-release function are
performed by different Account
Managers, neither of whom have
access to CARDS disbursemenis or
payment functions.

Inspected the Daily Log of
Checks Written for proper
segregation of check printing
and review-release duties.

No exceptions noted

Checks are delivered 1o DGS
cashiering or mailed to vendors
depending on client request. All
checks delivered to DGS cashiering
are signed for.

Observed the CFS cashier to
determine if checks were
mailed to vendors, or delivered
to DGS cashiering and signed
for.

Mo exceptions noted

Al fravel expense claims are paid by
revelving fund. Payment Specialists
review fravel claims and enter
amounts in CARDS.

Inspected claim schedules and
CARDS for proper accounting
of travel expense claims.

No exceptions noted
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All employee checks (iravel claims,
iravel advances, and salary
advances) are printed, reviewed, and
distributed the same as vendor
checks.

Observed the check writer and
check releaser o determine i
employee checks were printed,
reviewed, and distributed the
same as vendor checks.

No exceptions noted

Fayment Specialists call the client’s
personnei office to obiain SSN if
employee is not in the system.

Inguired of Payment
Specialisis to determine if thay
called the personnel office fo
obtain employee SSNs.

No excepiions noted

The revolving fund is reconciled
monthiy.

Inspected revolving fund
reconciliations for selecied
months to verify completion.

No exceptions noted

Based on the {esis of operating effectiveness described above and the corrective action as
noted above, the conirols are operating with sufficient effectiveness io reasonably achieve the

control objectives.
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Fixed Assets

Control Obiective 34: Controls provide reasonable assurance that property accounis are

accurate and complete.

Controls

Tests Performed

Rosults of Tests

Assetls valued at $5,000 and
above are capitalized and
recorded in the general ledger
as required by SAM.

Inspecied CALSTARS GO01 repori for
selectad clients o determine whether
items $5,000 and above were
capitalized.

Mo exceptions noted

CFS sends property listings and
updale instructions o clients
annually.

inspecied selected letters and
property listings to determine whether

CFS sent them to clients annually for

No exceptions noted

CFS reconciles equipment
transactions with the property
listing and general ledger
monihly. Supervisors review
and approve the equipment
reconciliations guarierly.

inspecied equipment recongciliation
worksheets, property listings, and
general ledger accounts to determine
if Account Managers reconciled the
equipment, and if supervisors

reviewed the completed
reconciliations.

One minor
equipment
reconciliation was
not completed as
reguested by client.

Disposiion:

This client's minor
equipment
reconciliation has
now been brought
up to date.

Based on the tesis of operating effectiveness described above and the correciive action as
noted above, the conirols are operating with sufficient effectiveness to reasonably achieve the

control objective.
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State of Califernia © AFDCIO acnwarzenedggyger, woaveinor
State and Consumer Services Agency

DEPARTMENT OF GENERAL SERVICES

Office of Fiscal Services Contracted Fiscal Services
70 Third Street » West Sacramento, CA 95605 « (916) 376-514% Fax (816} 376-5151 - www.d¢s.ca.qoV

August 9, 2007

Ms. Diana L. Ducay, Chief

Office of Siate Audits and Evaluations
Department of Finance

300 Capitol Mall, Suite 801
Sacramentoc CA 85814

Dear Ms. Ducay:

~ Thank 'yéaz'for"the'oﬁpsﬁa'n'sfy to respond to'the draft audit report on the Depariment of
General Services, Contracted Fiscal Services- Examination of Service Provider '
Controls. We appreciate the effort and professionalism of your audit team in reviewing

our internal controls and procedures.

We have implemented additicna! controls to strengthen all exceptions noted in your
testing of our controls. The only remaining issue is updating our CARDS Manual. Our
plan is to update the CARDS Manual after we have completed the 2008-2007 fiscal

year end requirements.

if vou have any questions, please call me at (9’16} 376-5237.
7 )

{/// ) (’ 2 2

gl S A

{~"Brian C. Thor Manager

Contracted Fiscal Services
Department of General Services
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